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They may be government information technology managers, but they talk like members of a SWAT team. 

“We have capabilities in place to manage any type of incident,” Johan Bos-Beijer declares about the Education Department. 

“We want to be able to isolate the problem, to address the problem where it exists before it impacts the rest of the organization,” Jaren Doherty says about the Health and Human Services Department. 

Bos-Beijer is the Education Department’s acting program manager for identity assurance/identity management, information assurance planning and managed security. Doherty was chief information officer at HHS until Feb. 1 and spoke to Federal Times about that department. He has since moved on to become associate deputy assistant secretary for cybersecurity at the Veterans Affairs Department. 

Both oversee information security incident response teams — quick responders who stomp information technology emergencies in their tracks, dissect the attacks and blockade future badness. 

Incident response teams first came on the scene as early as 1988, as companies and government agencies responded to a widespread computer security incident known as the “Internet worm.” Since then, such teams have become virtually ubiquitous throughout government and in large corporate entities. 

The need for such responders has grown considerably over the past few years. On the one hand, both the private and public sectors depend increasingly on technology in their daily work. At the same time, information is steadily more vulnerable to attack, thanks especially to the security sieve that is the Internet. 

In addition, the nature of computing has changed. In the past responders may have been called on to intervene with individual machines: a hard drive here, corrupt software there. As the years have passed, computing has become increasingly a networked affair, with machines throughout a department linked and interdependent. This escalates the need for response teams, whose actions now affect not just single users but, potentially, entire operations. 

Federal agencies are under mandate to address IT threats through incident response tactics. Both the Federal Information Security Management Act and the Office of Management and Budget require agencies to have in place effective incident response resources. At the same time, government has been making available resources to aid agencies in their efforts. In 2003, for example, the Homeland Security Department created the US-CERT — U.S. Computer Emergency Readiness Team — a central address through which agencies’ computer security incident response teams collaborate. 

At large agencies, incident response teams can be fairly extensive. At the Health and Human Services Department, for example, a small core of first responders is supplemented by a broad gallery of on-call experts: IT staffers from diverse offices, all standing ready to form ad hoc response teams on short notice. 

There may be as many as six such teams in each of the department’s 13 operating divisions, Doherty said. They may have expertise in Windows, Mac, Linux and mainframe technologies. Whatever their particular areas of knowledge, they share in common a readiness to roll. 

“They know that if they are called in for an incident, they must give priority to that incident before they go back to their regular work,” Doherty said. 

An agency can put a lot of folks on the march, but what are they supposed to fix? Their response covers a broad span of incidents that need not even be malicious. A server goes down and must be rebooted. That’s an IT incident. A federal traveler leaves a laptop in an airport restaurant. A computer disc is misplaced. A virus invades a server. From small to big, they all must be addressed. 

While the Internet represents a portal of vulnerability — it can be an open door into an organization’s systems — the nature of Internet incidents is surprising. While stolen data leaking out of the office does represent a problem, the far more likely threat is inbound: Spam loaded with malicious code, for example, or break-ins that attempt to run destructive applications inside the agency. 

The business of defining an incident is not trivial. There’s no sense charging into battle without knowing what the war is about, says Karsten Abata, program director at Halock Security Labs in Schaumburg, Ill. 

In many cases, IT teams “feel obligated to be involved in every virus or spyware infection,” Abata said. It’s important, however, for the higher-level teams to stay focused on the larger threats and leave it to the systems administrator on the scene to resolve smaller problems. 

“In my experience, broad definitions lead to an overworked, and overcommitted, incident response team,” Abata said. Knowing that it’s OK to simply review the small stuff without actually getting involved is the mark of a maturing security organization.” 

Among federal agencies, the larger threat is defined not by the severity of the incident but rather by the way the incident fits into an agency’s overall direction. 

“The better your teams and your staff and your policy are tied to and integrated with your business functions — that is how it works most effectively,” Bos-Beijer said. 

He describes, for example, a loan portfolio within his agency’s holding. Dating to the 1960s, this single program encompasses some $985 billion. If a server crashes or a virus invades , Bos-Beijer doesn’t want some fix-it team to simply leap in without first understanding what this data represents. No one tinkers blind. 

“If somebody doesn’t know what the potential outcome could be from an incident, how are they going to know how to effectively respond?” he said. In this case, a poorly informed technician might wrongly assume, for example, that plugging a leak to solve the immediate problem is the priority. In fact, from the portfolio manager’s perspective, saving every single record would be the priority. 

This idea of tying fixes to business processes is a vital one within the world of incident response, but it is not always easily achieved. Too often, incident responders do not have the needed business savvy to make the connections. 

“Incident responders generally are security people who have either a generalized or limited knowledge of detailed business operations,” said Eddie Schwartz is chief security officer of NetWitness Corp. in Herndon, Va. 

For the IT team, a blip in the system might be a mere anomaly, but for those on the business side the incident could signal a larger problem. “Simply examining changes in traffic flows and [noticing] that certain types of data are now flowing to new places in greater quantities, [this] can be viewed in the context of a business unit as a very bad occurrence,” Schwartz said. 

Enter the middle managers. 

The incident response teams may be standing by to push the buttons, but it is up to middle management to guide that effort. 

In the most immediate sense, managers know how their systems are organized. They are the ones who provide access and make user privileges available, explained Tim Pazda, a director with security firm netForensics in Edison, N.J. 

Moreover, middle managers create the context. Where first responders may see an isolated incident, those on the front lines may understand the problem as something typical of processes throughout a broader system. If they can see the connections, they can help responders to remediate the problem throughout the organization, rather than treating it in isolation. 

It’s one thing to know you are under attack, but it’s something else again to see the bigger picture. “Wouldn’t it be good to know that you had 10 similar infections last month?” Abata said. That’s the kind of knowledge middle managers are often best poised to supply. 

At the same time, the response teams are positioned to know things a manager might not. If there are glaring vulnerabilities on the technological plain, for example, a responder may catch those while in the midst of fixing a problem, whereas a nontechnical manager might never have noticed. 

Doherty says the system works both ways. If incident response teams need to listen to end users and managers, those same managers need to be ready to call on first responders as soon as they see trouble arise. 

“We are in an atmosphere of collaboration. We know that if we work together we will be more secure,” he said. 

“You need it the same way you need a neighborhood watch. If everybody participates, then you have a successful watch program. If everybody from the desktop user up to the higher-level executives knows the security program and supports the program, the success rate is just so much greater.” 

